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Abstract

System NP Hardness problem is
addressed and Mathematical framework is
proposed for certificates and enhancement of
security systems
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. INTRODUCTION

The problem of computing minimum cost
delegation chains supporting all the attributes in
certificate cert is NP-hard, even for configurations
with no authority classes. In fact, the minimum set
cover problem reduces to it in polynomial time, as
formally stated by the following theorem.

THEOREM A.1 (NP-HARDNESS). The problem
of computing minimum-cost delegation chains
supporting all the attributes in a certificate is NP-
hard.

PROOF. The proof is a reduction from the NP-hard
problem of theminimum set cover, which can be
formulated as follows: given a collection S of subsets
of a finite set U, determine a subset S_ < S such that
every element in U belongs to at least one set in S_
and the cardinality of S_ is minimized. Given a finite
set U and a collection S of subsets of U, the problem
of computing a minimum set cover for U can be
translated into an equivalent instance of the problem
of computing a minimum cost supporting chain, as
follows. Each element in the finite set U translates to
an attribute certified by cert and that belongs to TT.
Any subset s in S translates to a delegation certificate
in Deleg Certs, issued by an authority in the
authoritative clause of TT, supporting the attributes
in s, and with cost equal to 1. The minimum-cost
supporting chain for cert corresponds to a subset S_
of S that completely covers U and with minimum
cardinality.

We consider the following anycast field equations
defined over an open bounded piece of network and

for feature space QQcC RY . They describe the
dynamics of the mean anycast of each of P node

populations.

NN =2 [, 3PSV -5, (1P - T

+174(r,1), @

Vit.r) =4 (tr)

t>0,1<i<p,
te[-T,0]

We give an interpretation of the various parameters
and functions that appear in (1), Q2 is finite piece of
nodes and/or feature space and is represented as an
open bounded set of RY . The vector r and r
represent points in Q . The function
S:R—(0,1) isthe normalized sigmoid function:

1

S(z) =
(2) l+e™?

(2)

It describes the relation between the input
rate V; of population I as a function of the packets
potential, for example, V; =V, = S[o; (V. —h)].
We note V the p— dimensional vector
(\/1,...,Vp). The p function ¢,i=1..,p,
represent the initial conditions, see below. We note
¢ the p— dimensional vector (d,...,4,). The

>y
170

p function ,1=1..,p, represent external

factors from other network areas. We note 1% the
ext
,1,7).The pxp

represents the

p — dimensional vector (1,...
matrix of functions J ={J;}; i
connectivity between populations 1 and J, see

below. The p real values h,i=1..,0p,

determine the threshold of activity for each
population, that is, the value of the nodes potential
corresponding to 50% of the maximal activity. The

p real positive values o;,i=1,..., p, determine
the slopes of the sigmoids at the origin. Finally the
p real positive values I.,i=1,..., p, determine the

speed at which each anycast node potential
decreases exponentially toward its real value. We

also introduce the function S:R” — R", defined
by S(X)=[S(0,(% —1)).....S(c, —=h,))],
and the diagonal pxp matrix
L, =diag(l,,...,1,).1s the intrinsic dynamics of
the population given by the linear response of data

d d
transfer. (— +1.) is replaced by (— +1.)? to use
(OIt 1) is rep y (dt )

d
the alpha function response. We use (EH‘) for
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simplicity although our analysis applies to more
general intrinsic dynamics. For the sake, of
generality, the propagation delays are not assumed to
be identical for all populations, hence they are

described by a matrix 7(r,r) whose element
Tij(r,F) is the propagation delay between

population j at r and population | at r. The

reason for this assumption is that it is still unclear
from anycast if propagation delays are independent
of the populations. We assume for technical reasons

—2
that 7 is continuous, that is 7€ C°(QQ",RP®).
Moreover packet data indicate that 7 is not a
symmetric function i.e., z;(r,r) =z (r,r), thus

no assumption is made about this symmetry unless
otherwise stated. In order to compute the righthand
side of (1), we need to know the node potential

factor V on interval [-T,0]. The value of T is
obtained by considering the maximal delay:

= max_z (rr 3
Fm i,j(r,Fe@ﬁ)T"J( ) )

Hence we choose T =17,

A. Mathematical Framework
A convenient functional setting for the non-
delayed packet field equations is to use the space

F = L*(©,R") which is a Hilbert space endowed
with the usual inner product:

(V,U), =i IQVi(r)Ui(r)dr Q)

To give a meaning to (1), we defined the history
space C=C°([~r,,0],F) with
||¢||=supt€[7rm’0] ||¢(t)||F, which is the Banach

phase space associated with equation (3). Using the
notation V,(6) =V (t+6),6 €[,,,0], we write
(1) as

VO =LV O+LSM)+1"®, (9
V,=¢€C,

Where
L:C—F,
| ICNH(r,—(,r))dr

Is the linear continuous operator satisfying
||L1||S||J 22 geey - Notice that most of the

papers on this subject assume € infinite, hence
requiring 7, = oo.

Proposition 1.0 If the following assumptions are
satisfied.

1. Jel*(Q% RPP),

2. Theexternal current 1% € C°(R, F),

3. T€C0(§, Rpr),SUpgfﬁfm.
Then for any ¢ € C, there exists a unique solution
V e CY([0,), F) "C°([-7,,,, F) to (3)

Notice that this result gives existence on R, finite-

time explosion is impossible for this delayed
differential equation. Nevertheless, a particular
solution could grow indefinitely, we now prove that
this cannot happen.

B. Boundedness of Solutions
A valid model of neural networks should
only feature bounded packet node potentials.

Theorem 1.0 All the trajectories are ultimately
bounded by the same constant R if

I =max_. [I7@)] <o
Proof :Let us defined f:RxC—>R" as

def A ]_d 2
FEV,) = (~LoV, (0)+ LS(V) + t(t),V(t)>F=E Z/tF

Wenote | =min;_, |,

FEV) <=1V Ol +(/pie 3] + DIV O

Thus, if

(Q)HIN] | ce 2 ge
V@), > 2-V'O£F+d=f R F(tV,) s_'zdz'_5<o

Let us show that the open route of F of center 0
and radius R, By, is stable under the dynamics of

equation. We know that V (t) is defined for all
t>0s and that f <0 on 0Bg, the boundary of

B . We consider three cases for the initial condition
V. If ||\/0||C <R and set
T =sup{t| Vs €[0,t],V(s) € B_R} Suppose
that T € R, then V (T) is defined and belongs to

By, the closure of By, because B is closed, in

2|Page
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also have

effect to 0By, we

d
a||v||i o= F(TV;) <=5 <0

because V (T) € OB,. Thus we deduce that for

£>0 and small enough, V(T Jr(C,‘)eB_R which
contradicts the definition of T. Thus T ¢ R and
B_Ris stable.
0B;,V (0) € 0B, implies that ¥Vt >0,V (t) € By
. Finally we consider the case V(O)ECB_R
Vt>0,V(t) £ By,

d r
vt>0 IV <25, s VO, s

monotonically decreasing and reaches the value of R
in finite time when V (t) reaches OB;. This

contradicts our assumption. Thus
3T >0|V(T) e B,.

Because <0 on

Suppose  that then

thus

Proposition 1.1 : Let S and  be measured simple

functionson X- for EcM, define

#(E) = sdu ®
Then ¢ isameasureon M .
jx (s+t)dy=JXde+thdy ()
If s and if E,E,,...

of M whose union is E, the countable additivity of
A shows that

¢(E)=iaiﬂ(A1mE)=iaii#(AmEr)
=33 aulh ") =2 4(E)

r=1 i=1l

Proof : are disjoint members

Also, P(#)=0, 55 that ? is not identically oo .
Next, let S be as before, let f,,..., 5, be the

distinct values of tand let B; ={x:t(x) = g,} If
Eij = A M BJ’ the

Jo (s +0du= (i + B)uEy)

IEU sdu+jEij td u = ey u(E;) + B, u(Ey)

Thus (2) holds with E;; in place of X . Since X'is

the disjoint union of the sets

E; A<i<nl<j<m), the first half of our
proposition implies that (2) holds.

Theorem 1.1: If K is a compact set in the plane
whose complement is connected, if f is a

continuous complex function on K which is
holomorphic in the interior of , and if £ > 0, then

there exists a polynomial P such that
| f(z)= P(Z)| < ¢ forall zeK If the interior of

K is empty, then part of the hypothesis is vacuously
satisfied, and the conclusion holds for every
f£C(K) . Note that K need to be connected.
Proof: By Tietze’s theorem, f can be extended to a

continuous function in the plane, with compact
support. We fix one such extension and denote it

again by f . For any 6 >0, let w(5) be the
supremum of the numbers |f(22)— f(Zl)| Where

Z, and Z, are subject to the condition

|Z2 _Z1| <J. Since f is uniformly continous, we

have Lirrgw(é‘)=0 (@) From now on,

O will be fixed. We shall prove that there is a
polynomial P such that

| (2)~P(2)]<10,000 o(5) (z¢K) ()
By (1), this proves the theorem. Our first objective
is the construction of a function ®&C_(R?), such
that for all z

£ (2)-D(2)| < (5), ©)

(0D)(2)] < 2“’(5) (4)

And

o)== jxj (af)“’dqd (¢ =¢+in)

Where X is the set of all points in the support of
@ whose distance from the complement of K does
not 0. (Thus X contains no point which is “far
within” K.) We construct ® as the convolution of
f with a smoothing function A. Put a(r) =0 if

r> o, put

2

52 2 (0<r<é), (6)

a(r)=
And deflne

A(z)=a(z)) (7)

For all complex z . It is clear that AcC_(R?). We
claim that

3|Page
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j A=1, ©)
x
j oA =0, 9)
24 2

The constants are so adjusted in (6) that (8) holds.
(Compute the integral in polar coordinates), (9)

holds simply because A has compact support. To
compute (10), express OA in polar coordinates, and

oA/ _
note that é@ =0,

a%r =-a,

Now define
o(2) = [[ f(z-)Adgdn = [[ AZ-Q)f (()dedn (1)

Since f and A have compact support, so does @
. Since

O(z)- f(2)
:”[f(z—é")— f(2)]A(S)d&dn (12)

And A($)=0 if |£]> 6, (3) follows from (8).
The difference quotients of A converge boundedly
to the corresponding partial derivatives, since
AsC_(R?) . Hence the last expression in (11) may

be differentiated under the integral sign, and we
obtain

(60)(2) = [[ (GA)(Z-¢) F({)ddn
= [[ f(z-¢)@R))dgdn
=[[Tfz-0) - t@IEA)dedy  (13)
ThRe last equality depends on (9). Now (10)
and (13) give (4). If we write (13) with @, and

dDy in place of 0@, we see that @ has continuous

partial derivatives, if we can show that 0@ =0 in
G, where G is the set of all zeK whose distance

from the complement of K exceeds &. We shall do
this by showing that

d(z)=1(z) (z£0G); 14

Note that of =0 in G, since f is holomorphic
there. Now if z&G, then z—¢ is in the interior of

K for all ¢ with |§|<§. The mean value

property for harmonic functions therefore gives, by
the first equation in (11),

()= [ a(ryrdr [ f(z-re")do

=271 (2) J';a(r)rdr = 1(2) j j A= f(z) (15)

For all z &£ G , we have now proved (3), (4), and

(5) The definition of X shows that X is compact
and that X can be covered by finitely many open
discs D,,...,D,, of radius 25, whose centers are

not in K. Since S? — K is connected, the center of
each Dj can be joined to oo by a polygonal path in
S? — K. It follows that each D; contains a compact

connected set E ;» of diameter at least 20, so that

SZ—EJ- is connected and so that K NE; = ¢.

with  r=20 . There are
gng(Sz—Ej) and constants b; so that the
inequalities.

functions

Q<= a9
Q40— =t | < 40005 a7
2-¢| |z-¢]

Hold for z¢ E; and ¢ € D;, if

Q(¢,2)=9;(2)+(£ -b)g}(2) (18)
Let Q be the complement of E, U...UE,. Then

€ is an open set which contains K. Put

X, =XnND, and
X;=(XNnD;)-(X,u..uX,), for
2< 1<,
Define
R(¢,2)=Q;(¢,2)  (¢eX;,zeQ)  (19)
And

1
F(2) == [[(6®)(R(S,2)dgdn  (20)

7 X

(z £ Q)

Since,

F@) =X [[@0)Q ¢ Ddédn, (2

(18) shows that F is a finite linear combination of
the functions g; and g?. Hence FeH(Q). By
(20), (4), and (5) we have

4|Page
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F@-0)] <222 [[|r¢.2)
o

L dedn ze9) (22
¢
Observe that the inequalities (16) and (17) are valid
with R in place of Q; if £ ¢ X and z £ Q.

Now fix z & Q., put £ =z + pe, and estimate
the integrand in (22) by (16) if p <406, by (17) if
46 < p. The integral in (22) is then seen to be less
than the sum of

21 4"(50 l}odp 80875 (23)

And

2
27 j 40005 od p =2,00075. (24)
Hence (22) yields
(z£Q) (25

Since F ¢ H(QQ), K< Q, and S* -

is connected, Runge’s theorem shows that F can be

uniformly approximated on K by polynomials.
Hence (3) and (25) show that (2) can be satisfied.
This completes the proof.

Lemma 1.0 : Suppose f&C_(R?), the space of all

continuously differentiable functions in the plane,
with compact support. Put

ZE[EHEJ (1)

Then the following “Cauchy formula” holds:
1 cp(of
£(2)= __J'J ( )(f)déd?7
T §-1

(§=¢+in) (2)

Proof: This may be deduced from Green’s theorem.
However, here is a simple direct proof:

Put o(r,0) = f(z+re'’), r>0, 6 real

If £ =2z+re", the chain rule gives

-3¢ 2ot loro) @

The right side of (2) is therefore equal to the limit, as
g—0, of

1=c2z(Op 1 0@
-= =+ —=L dodr 4
IR 0

For each r>0,¢ is periodic in @, with period
27t . The integral of O/ 08 is therefore 0, and (4)

becomes

_i 40 of < a‘Pd ——ﬂjoz”gp(g,e)de

As £—0, p(g,6) — f(z) uniformly.  This
gives (2)

If X“ea and Xﬂek[Xl,...Xn] , then

X*XP=X“?ca , and so A satisfies the
condition (*) . Conversely,

e, XD, d,x")= ZCd X7

aeh Bel”

and so if A satisfies (*) , then the subspace

generated by the monomials X“,¢€a , is an
ideal. The proposition gives a classification of the

monomial ideals in k[Xl,...Xn]: they are in one

to one correspondence with the subsets A of [] "
satisfying (*) . For example, the monomial ideals in
k[X] are exactly the ideals (X"), n>1, and the
zero ideal (corresponding to the empty set A). We
write <X“ | e A> for the ideal corresponding to
A (subspace generated by the X“,a € a).

LEMMA 1.1. Let S be a subset of [] ". The the

ideal & generated by X, € S is the monomial
ideal corresponding to

df
A={Bel"|f-ael", someaes|
Thus, a monomial is in a if and only if it is
divisible by one of the X“, & €| S

PROOF. Clearly A satisfies (*) , and
ac<Xﬁ | B e A> . Conversely, if fe€ A, then

f-ael” for some aecS , and

X? =X*X?“ ca. The last statement follows
from the fact that X“ | X? < B—a el ". Let

Acl" satisfy(*). From the geometry of A, it
is clear that there is a finite set of elements
S={a,..a,} of A such that

={,b’eD "|B—a, €l]? some «, ES}

(The «;'S are the corners of A ) Moreover,

5|Page
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df
a:<X“ |a e A> is generated by the monomials

X% a €S,

DEFINITION 1.0.  For a nonzero ideal a in
k[Xl,...,Xn], we let (LT(@)) be the ideal
generated by

(LT(f)| f ea

LEMMA 1.2 Let a be a nonzero ideal in
k[Xl,...,Xn]; then (LT (a)) is a monomial
ideal, and it equals (LT(Q,),...,LT(g,)) for

some §;,...,0, €a.

PROOF. Since (LT (@)) can also be described as

the ideal generated by the leading monomials (rather
than the leading terms) of elements of a .

THEOREM 1.2 ideal a in

k[Xl,...,Xn] is finitely  generated; more

Every

precisely, & =(0;,...,d;) where J;,..., § are any
elements of a whose leading terms generate

LT(a)
PROOF. Let f ea. On applying the division
algorithm, we find

f:aigl+"'+asgs+r’ ai!rEK[le---aXn]
, where either r =0 or no monomial occurring in it

LT (g;) But

, and

is  divisible by
r=f->ag ea
LT(r) e LT(a) =(LT(9,)....LT(g,)) :

implies that every monomial occurring in I is
divisible by one in LT(Q;). Thus r=0, and

g€y 9,).

any

therefore

DEFINITION 1.1 A finite  subset
Sz{gl,|...,gs} of an ideal a is a standard (

(Gr 0 bner) bases for a if

(LT(g9,),..,LT(g,))=LT(a). In other words,

S is a standard basis if the leading term of every
element of a is divisible by at least one of the

leading terms of the J;.

THEOREM 13 The ring K[X,,..,X,] is
Noetherian i.e., every ideal is finitely generated.

PROOF. For n=1, K[X] is a principal ideal
domain, which means that every ideal is generated
by single element. We shall prove the theorem by
induction on n . Note that the obvious map

K[X,, .. X L I[X, 1> K[X,,...X,] is an
isomorphism — this simply says that every
polynomial f in n variables X,,..X, can be
expressed uniquely as a polynomial in X with
coefficients in K[ X,,..., X, ]:

F (XX ) = 8g (X X )X T+t (X

Thus the next lemma will complete the proof

LEMMA 1.3. If A is Noetherian, then so also is

ALX]

PROOF. For a polynomial

f(X)=a,X"+a X" +..+a, a €A,

r is called the degree of f , and a, is its leading
coefficient. We call 0 the leading coefficient of the
polynomial 0. ~ Let a be an ideal in A[X]. The
leading coefficients of the polynomials in @ form an
ideal @ in A, and since A is Noetherian, @ will

be finitely generated. Let J,,...,d,, be elements of

a whose leading coefficients generate a', and let

I be the maximum degree of §;. Now let f ea,
and suppose f has degree

S>r , say,

f =aX°+... Then aca , and so we can write
a=)ba, b eA,

a, =leading coefficient of g,
Now

f _zbugixs_ri’ r,=deg(g;), has
< deg(f) . By continuing in this way, we find that
f=f mod(g,,...9,,) With f, a
polynomial of degree t <r For each d <r, let

degree

a, be the subset of A consisting of 0 and the
leading coefficients of all polynomials in a of
degree d; it is again an ideal in A . Let

9410+ 9am, De polynomials of degree d whose
leading coefficients generate a, . Then the same
argument as above shows that any polynomial f; in

a of
fd = fd 1

degree  d can  be  written
mod(gdyl,...gdymd) with  f, ;

6|Page
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of degree <d-—1. On applying this remark
repeatedly we find that

fie (gr—l,l""g r-1m,, 7"'90,1""go,m0) Hence

ft € (gl""gmg 110 9ram oo Gorees gO,mo)

and so the polynomials @, ,..., §o , generate a

One of the great successes of category
theory in computer science has been the
development of a “unified theory” of the
constructions underlying denotational semantics. In
the untyped A -calculus, any term may appear in
the function position of an application. This means
that a model D of the A -calculus must have the
property that given a term t whose interpretation is

d €D, Also, the interpretation of a functional
abstraction like AX. X is most conveniently defined
as a function from DtoD , which must then be
regarded as an element of D. Let

T/ [D - D] — D be the function that picks out
elements of D to represent elements of [D - D]
and ¢: D —>[D — D] be the function that maps

elements of D to functions of D. Since y(f) is
intended to represent the function f as an element
of D, it makes sense to require that @(y(f)) =T,

that is, l//Oy/:id[ Furthermore, we often

D—D]

want to view every element of D as representing
some function from D to D and require that elements
representing the same function be equal — that is

v (p(d))=d
or
yog=id,
The latter condition is called extensionality.

These conditions together imply that ¢and y are

inverses--- that is, D is isomorphic to the space of
functions from D to D that can be the interpretations

of functional abstractions: DE[D - D] Let us

suppose we are working with the untyped
A—calculus, we need a solution ot the equation

DEA+[D—>D], where A is  some

predetermined domain containing interpretations for
elements of C. Each element of D corresponds to

either an element of A or an element of [D — D],

with a tag. This equation can be solved by finding
least fixed points of  the function

F(X)= A+[X - X] from domains to domains
--- that is, finding domains X such that

Xz A+[X — X], and such that for any domain

Y also satisfying this equation, there is an embedding
of XtoY --- a pair of maps

f
X [] v
fR
Such that
fRof =id,
fOngidY
Where

f approximates g in some ordering representing

their information content. The key shift of
perspective from the domain-theoretic to the more
general category-theoretic approach lies in
considering F not as a function on domains, but as a
functor on a category of domains. Instead of a least
fixed point of the function, F.

fcg means that

Definition 1.3: Let K be a category and
F:K — K as a functor. A fixed point of F is a
pair (A,a), where A is a K-object and
a:F(A) > A is an isomorphism. A prefixed

point of F is a pair (A,a), where A is a K-object and
ais any arrow from F(A) to A

Definition 1.4 : An @w—chain in a category K isa
diagram of the following form:

Recall that a cocone 4 of an @—chain A is a K-
object X and a collection of K -arrows

{£4:D, —> X |i 20} such that 44 = 44,0 f; for
all i >0. We sometimes write #£:A— X as a
reminder of the arrangement of 'S components
Similarly, a colimit £:A — X is a cocone with

the property that if v:A — X is also a cocone
then there exists a unique mediating arrow

k:X — X such that for all i>0,, v, =k 0z .
Colimits of w—chains are sometimes referred to

as w—colimits. Dually, an ®® —chain in K is

a diagram of the following form:
f, f; f,

A=D,¢D ¢ Dy A cone
1 X — A ofan @™ —chain A is a K-object X
and a collection of K-arrows {4 : D, |i >0} such
that for all 1 >0, g4 = f,044,,. An @ -limit of
an @® —chain A is a cone z£: X > A with
the property that if v: X' — Ais also a cone, then

7|Page
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there exists a unique mediating arrow k : X — X
such that for all 1 >0, 0K =v; . We write L,
(or just L) for the distinguish initial object of K,
when it has one, and L —> A for the unique arrow

from L to each K-object A. It is also convenient to
fl

f,
writt A~ =D,—3D,_y..... to denote all of A
except D, and fy. By analogy, 2 is {z |1 >1}.

For the images of A and g under F we write
F(fo) F(f.) F(f2)

F(A) = F(D,)—>F (D,)—F (D,)—s.....
and F (1) = {F(44) |1 20}

We write F' for the i-fold iterated composition of F
that is,

Fo(f)=f,F'(f)=F(f),F*(f)=F(F(f))
,etc. With these definitions we can state that every

monitonic function on a complete lattice has a least
fixed point:

Lemma 1.4. Let K be a category with initial object
1 and let F:K — K be a functor. Define the
w—chainA by
11>F (L) F(ILL>F (1) E2(LL>F (1)

A=l SFL) 5 F L) > e

If both z:A—> D and F(u):F(A) > F(D)
are colimits, then (D,d) is an intial F-algebra, where
d:F(D) —>D is the mediating arrow from

F(x) tothe cocone -

Theorem 1.4 Let a DAG G given in which
each node is a random variable, and let a discrete
conditional probability distribution of each node
given values of its parents in G be specified. Then
the product of these conditional distributions yields a
joint probability distribution P of the variables, and
(G,P) satisfies the Markov condition.

Proof. Order the nodes according to an ancestral
ordering. Let X, X, .. X, be the resultant
ordering. Next define.

P(X1l X ,....Xn) = P(Xn | pan) P(Xn—l | Pan—l)"'

-P(x,| pa,)P(x, | pa,),

Where PAis the set of parents of X;of in G and
P(X | pa;) is the specified conditional probability
distribution. First we show this does indeed yield a
joint probability distribution. Clearly,
0<P(X,X,,..X,)<1 for all values of the

variables. Therefore, to show we have a joint
distribution, as the variables range through all their

possible values, is equal to one. To that end,
Specified conditional  distributions are the
conditional distributions they notationally represent
in the joint distribution. Finally, we show the
Markov condition is satisfied. To do this, we need

show for 1<Kk <n that
whenever

P(pa,)=0,if P(nd, | pa,) =0
and P(x, |pa,)=0
then P(x, [nd,, pa,) = P(x, | pa,),
Where ND, is the set of nondescendents of X, of
in G. Since PA < ND, , we need only show

P(x, |nd,) = P(x, | pa,). First for a given k ,
order the nodes so that all and only nondescendents
of X, precede X, in the ordering. Note that this

ordering depends on K , whereas the ordering in the
first part of the proof does not. Clearly then

ND, = {Xl,Xz,....Xk_l}
Let
D, = {XM,XM,....X”}

k
follows Z
dk

We define the m™ cyclotomic field to be
the field Q[X]/(®,,(x)) Where @, (X) is the
m™ cyclotomic  polynomial, Q[X]/((Dm ()
®_(X) has degree @(m) over Q since @ (X)
has degree ¢(m). The roots of @, (X) are just the
primitive m™ roots of unity, so the complex
embeddings of Q[X]/(CDm(X)) are simply the
(M) maps
o :Q[x]/ (@, (x)) = C,
1<k=<m,(k,m)=1 where

o (X)=&n,
&, being our fixed choice of primitive m™ root of
unity. Note that fnf € Q(<&,,) for every K; it follows
that Q(&,) = Q(&X) for all k relatively prime to
m . In particular, the images of the 0; coincide, so

Q[X]/(CDm (X)) is Galois over Q. This means that

we can write Q(&,) for Q[Xx]/(®,,(X)) without
much fear of ambiguity; we will do so from now on,
the identification being &, > X. One advantage of
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this is that one can easily talk about cyclotomic
fields being extensions of one another,or
intersections or compositums; all of these things

take place considering them as subfield of C. We
now investigate some basic properties of cyclotomic
fields. The first issue is whether or not they are all
distinct; to determine this, we need to know which

roots of unity lie in Q(&,) .Note, for example, that

if mis odd, then —§m is a 2m" root of unity. We
will show that this is the only way in which one can
obtain any non- m™ roots of unity.

LEMMA 15 If m dividesn, then Q(&,) is
contained in Q(&,)

n
PROOF. Since 541 =&, we have & €Q(&),
so the result is clear

LEMMA 1.6 If m and n are relatively prime, then

QS 6n) =Q(Sm)

and
Q%) NQ(5,)=Q

(Recall the Q(fm,fn) is the compositum of

Q(&,) and Q(S,) )

PROOF. One checks easily that &, &, is a primitive
mn™ root of unity, so that

Q&) = Q&1 60)

[Q, &) :Q]£[Q(&,):Q][Q, : Q]

= p(m)e(n) = p(mn);

Since [Q(fmn) : Q] = ¢(mn); this implies that
Q& £)=Q(Ern) We knowthat Q. &)

has degree @(mn) over Q, so we must have

[Q&,. &) Q&) = p(n)

and

[Q(5. &) : Q&= (M)

[Q(&,):Q(&,) NQ(&)] = e(m)
And thus that Q(&,) N Q(&,) =Q

PROPOSITION 1.2 For any m and n

Q& 6)=Q(&,)

And

Q&) NQ(&) =Q(Eimny):

here [m,n] and (m,n) denote the least common

multiple and the greatest common divisor of m and
N, respectively.

PROOF. Write M= p.....p5 and p....p*
where the P; are distinct primes. (We allow

g, or f;tobe zero)

Q,)=Q( . Q(, .)-QE, )
and
Q()=Q(,.)Q(, .)-Q(E, )
Thus
QS 6n)=Q(S 2 ).+ QUS4 )QUS 1 )-QAS, 1)
=Q(5,-)Q(5,)--Q(S,:)Q(E, +)
=Q(5 o) Q(éplmek‘,k,)
= QU o mcnd)
=Q(§[m,n]),

An entirely similar computation shows that
Q(&n) NQ(S,) = QEmn)

Mutual information
information transferred when X; is sent and Y; is
received, and is defined as

PCY/)
> y) bits @

In a noise-free channel, each Y,is uniquely

measures the

I(x,y;)=log,

connected to the corresponding X; , and so they

constitute an input —output pair (Xi ) yi) for which

P(/) Land 1(x,y,)=log, ——— ( § i

that is, the transferred information is equal to the
self-information that corresponds to the input X; Ina

very noisy channel, the output Y;and input X, would
be completely uncorrelated, and SO

P(%):P(Xi) and also 1(x;,Y;)=0; that is,
i

there is no transference of information. In general, a
given channel will operate between these two
extremes. The mutual information is defined
between the input and the output of a given channel.
An average of the calculation of the mutual
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information for all input-output pairs of a given
channel is the average mutual information:

X
P("
(yj

P(x)

I(X:Y):ZP(Xivyj)l(Xivyj):ZP(Xiryj)mgz

bits per symbol . This calculation is done over the
input and output alphabets. The average mutual
information. The following expressions are useful
for modifying the mutual information expression:

P(x.3,)= PCY, P, = PC% P(X)
P(y) = PO OP(X)
P(x) =3 PCY, P(Y,)

Then

(X, Y) =2 P(%.Y,)

=3 P(x,y)log,
Z (X, Y,;)log {P( J

S P(x,,y,)log,|
iL] P(Xi y_)

P(x,y.)log,
Z (X, Y,;)log [P( J

_ X A
—Z[P(A)P(yj)}logz &
S P()log, 55 =HX)

1(X,Y) = H(X)=H(X()

WhereH(/) > PO,y log, ——— o )

is usually called the equivocation. In a sense, the
equivocation can be seen as the information lost in
the noisy channel, and is a function of the backward
conditional probability. The observation of an output

symbol Y, provides H(X)—H()%) bits of

information. This difference is the mutual
information of the channel. Mutual Information:
Properties Since

PCY, P =PC P

The mutual information fits the condition

1(X,Y)=1(Y,X)
And by interchanging input and output it is also true
that

1(X,Y)=H¥)-H{A)

Where
H(Y)= ZP(y)logz P( )

This last entropy is usually called the noise entropy.
Thus, the information transferred through the
channel is the difference between the output entropy
and the noise entropy. Alternatively, it can be said
that the channel mutual information is the difference
between the number of bits needed for determining a
given input symbol before knowing the
corresponding output symbol, and the number of bits
needed for determining a given input symbol after
knowing the corresponding output symbol

. _H(X
1(X,Y) =H(X)-H(*()
As the channel mutual information expression is a

difference between two quantities, it seems that this
parameter can adopt negative values. However, and

is spite of the fact that for some Y;,H(X /y;)

can be larger than H(X), this is not possible for
the average value calculated over all the outputs:

P(" y,)
(|ly)
Z (|1y) gZP(X)P(y)

ZP(waj)logz
i

Then
—'(X,Y)=ZP(xi,yj)%go

Because this expression is of the form
M Q

Y R log,(=)<0

=) R

The above expression can be applied due to the
factor P(X)P(Y;), which is the product of two

probabilities, so that it behaves as the quantity Qi ,
which in this expression is a dummy variable that
fits the condition Zi Q. <1. 1t can be concluded
that the average mutual information is a non-
negative number. It can also be equal to zero, when
the input and the output are independent of each

other. A related entropy called the joint entropy is
defined as
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H(x,Y):ZP(XpY;)'OQZﬁ
) A

P(x)P(y;)

=3"P(x,y,)log,
Zj (x.y;)log P.Y)

+Z P(Xi7yj)|092m
L] i j

Theorem 1.5: Entropies of the binary erasure
channel (BEC) The BEC is defined with an alphabet
of two inputs and three outputs, with symbol
probabilities.

P(x,)=a and P(X,)=1-«, and transition
probabilities
P(¥% )=1-p and P(%):O,
2
and P(y3xl):0

and P(ylx )=p
2

and P(%):l—p
2

Lemma 1.7. Given an arbitrary restricted time-
discrete, amplitude-continuous channel whose

restrictions are determined by sets F, and whose
density functions exhibit no dependence on the state
s, let nbe a fixed positive integer, and P(X) an
arbitrary probability density function on Euclidean
n-space. p(y|x)  for the density

pn(yl,---,yn|X1,...Xn) and F for Fn

real number a, let

{(x y):log p‘{')) } D

Then for each positive integer U , there is a code
(u,n, A) such that

A<ue™+P{(X,Y)g Al+P{X ¢ F}

For any

Where
Proof: A sequence x® e F such that

P{YeA, [X=x}>1-¢

where A ={y:(x,y)eA};

Choose the decoding set B, to be Axm . Having

chosen X%, ....... x*and B,,..., B, , select

x* e F such that
k-1
P{Y eA,-[JBIX =x(k’}21—g;
i=1
Set B, = A —U:(:Bi , If the process does not

terminate in a finite number of steps, then the
sequences XV and decoding sets B;, 1 =1,2,...,u

form the desired code. Thus assume that the process
terminates after t steps. (Conceivably t=0). We
will show t>u by  showing  that

e<te®+P{(X.Y)g A}+P{X gF} . we

proceed as follows.
Let
t

B= j:lBJ.. (If t=0, take B=¢). Then
[ p0x y)dxdy

(x,y)eA

=[p0) [ p(ylx)dydx
X yeA,

= j p() [ p(ylx)dydx+ j p(x)
yeBnA,
Algorlthms
Ideals. Let A be aring. Recall that an ideal a in A
is a subset such that a is subgroup of A regarded as a
group under addition;
aca,reA=rachA

The ideal generated by a subset S of A is the
intersection of all ideals A containing a ----- it is
easy to verify that this is in fact an ideal, and that it

consist of all finite sums of the form Zrisi with

P{(X,Y)eA}=

'¥m

LeAs eS. When S={s,....,s,}, we shall

write (S,.....,S,,) for the ideal it generates.
Let a and b be ideals in A The set

{a+b| aeab eb} is an ideal, denoted by
a+Db . The ideal generated by {ab lacea,be b}
is denoted by ab . Note that ab —amb. Clearly
ab consists of all finite sums Zaibi with &, €a

P{(X,Y) e A} j jp(x y)dxdy,
and

P y) = p(X)p(y|X)

P{Xe F}:L...J p(x)dx
and beb , and if a=(a,..,a,) and
b=(b,..,Db,) : then
ab=(ab,...,ab;,...a,b,) .Let a be an ideal

of A. The set of cosets of ain A formsaring A/ a
, and ar>a+a is a homomorphism

¢: Ar> Ala. The map b+ ¢~ (b) is a one to

one correspondence between the ideals of A/a and
the ideals of A containinga An ideal p if prime if

pxAandabep=acporbep. Thus p
is prime if and only if A/ p is nonzero and has the
property that ab =0, b0=a=0, ie,
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A/ p is an integral domain. An ideal m is
maximal if M #| A and there does not exist an ideal

N contained strictly between mand A. Thus m is
maximal if and only if A/ m has no proper nonzero

ideals, and so is a field. Note that m maximal =
m prime. The ideals of Ax B are all of the form
axb, with a and b ideals in A and B. To see
this, note that if ¢ is an ideal in AxB and
(a,b)ec , then (a,0)=(a,b)(1,0)ec and
(0,b)=(a,b)(0,1))ec . This shows that
c=axb with

a={al(a,b)ec some beb}
and

b={b|(a,b)ec some aca}

Let A bearing. An A-algebraisaring B
together with a homomorphism iz :A— B . A
homomorphism of A -alggora B—>C is a
homomorphism of rings @:B —C such that
p(i;(a))=i.(a) for all ae A. An A -algebra
Bis said to be finitely generated ( or of finite-type
over A) if there exist elements X,..., X, € B such
that every element of B can be expressed as a
polynomial in the X; with coefficients in i(A), i.e.,

such that the homomorphism A[Xl,..., Xn] —B

sending X, to X; is surjective. A ring
homomorphism A — B is finite, and B is finitely
generated as an A-module. Let K be a field, and let
Abe a k -algebra. If 10 in A, then the map
k — A is injective, we can identify K with its
image, i.e., we can regard K as a subring of A . If

1=0in aring R, the R is the zeroring, i.e., R = {O} .

Polynomial rings. Let K be a field. A monomial
in X,..., X, is an expression of the form

X3 X5,

monomial is Za,. . We sometimes abbreviate it by

n

a; € N . The total degree of the

X a=(a,..,a,)€l" The elements of the

polynomial ring k[Xl,...,Xn] are finite sums

S, XEXE <k @ el

With the obvious notions of equality, addition and
multiplication. Thus the monomials from basis for

k[Xl,...,Xn] as a k -vector space. The ring

K[X,,..., X, ] is an integral domain, and the only
units in it are the nonzero constant polynomials. A
polynomial f (Xj,..., X)) is irreducible if it is
nonconstant and has only the obvious factorizations,
ie, f=gh=g or h is constant. Division in
k [X] . The division algorithm allows us to divide a
nonzero polynomial into another: let f and g be

polynomials in k[X]With g # 0; then there exist

unique  polynomials q,l’ek[X] such that

f =qg +r with either r=0 or degl < degg .
Moreover, there is an algorithm for deciding whether
f €(g), namely, find r and check whether it is

zero. Moreover, the Euclidean algorithm allows to
pass from finite set of generators for an ideal in

k[X] to a single generator by successively

replacing each pair of generators with their greatest
common divisor.

(Pure) lexicographic ordering (lex). Here
monomials are ordered by lexicographic(dictionary)

order. More precisely, let o =(a,..a,) and
p=(b,..b) be two elements of 1" ; then
a>f and X*> X (lexicographic ordering) if,
in the vector difference o — f €ll , the left most
nonzero entry is positive. For example,

XY? >Y324; X3Y2Z% > X3Y?Z . Note that
this isn’t quite how the dictionary would order them:

it would put XXXYYZZZZ after XXXYYZ .
Graded reverse lexicographic order (grevlex). Here
monomials are ordered by total degree, with ties
broken by reverse lexicographic ordering. Thus,

a>p ifZai >Zb,,or Z&sz, and in

a — [ the right most nonzero entry is negative. For
example:

XAY4ZT > XY°Z* (total degree greater)
XY®Z% > X*YZ%, X°YZ > XAYZZ_
Orderings on k[Xl,...Xn] . Fix an ordering on

the monomials in k[Xl,...Xn]. Then we can write

an element f of k[Xl,...Xn] in a canonical

fashion, by re-ordering its elements in decreasing
order. For example, we would write

f =4XY2Z +42% -5X3+7X?Z?

as

f =—5X3+7X?Z%+4XY?Z +4Z% (lex)
or
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f =4XY?Z +7X?Z%-5X°*+4Z% (grevlex)

Let ZaaX”’ek[Xl,...,Xn] , in decreasing
order:

_ [&f [27]
f_a%X °+%X +..., o >oy >,

Then we define.

f

e The multidegree of " to be multdeg( f )=

Gy,

e The leading coefficient of f to be LC( f

=3, ;

e The leading monomial of f to be LM( f )
= Xao;

e The leading term of f to be LT( f ) =
a, X%

For the polynomial f =4XY’Z+..., the

multidegree is (1,2,1), the leading coefficient is 4,
the leading monomial is XY ®Z , and the leading
term is 4XY?Z . The division algorithm in
k[Xl,...Xn]. Fix a monomial ordering in []%.
Suppose given a polynomial f and an ordered set
(9,,...9,) of polynomials; the division algorithm
then constructs polynomials &;,...a, and I' such
that f=a0,+..+a,0,+r  Where either

r =0 or no monomial in I is divisible by any of

LT(g,),....LT(9,) Step 1 If
LT(g,)|LT(f) , divide g, into f to get
LT(f)
f= h, =——ek|X,,... X,
a0, + & LT(9) ek[X, ]

If LT(g,)|LT(h) , repeat the process until
f =a0,+f (different @,) with LT(f,) not
divisible by LT (g,). Now divide g, into f;, and
so on, untli f=a&0Q,+..+a,0,+r  With
LT(r;) not divisible by any LT(g,),...LT(g,)
Step 2: Rewrite I, = LT (I;) + T, , and repeat Step 1
with r, for f
f=a09,+..+a,0,+LT(n)+r1, (different

&, 's’) Monomial ideals. In general, an ideal a

will contain a polynomial without containing the
individual terms of the polynomial; for example, the

ideal a=(Y*—X?) contains Y®—X? but not
Y?or X2,

DEFINITION 1.5. An ideal a is monomial if

%?&OZC&X ca=>X%ea

all « withc, #0.
PROPOSITION 1.3. Let a be a monomial ideal,

and let A= {a| X% e a} . Then A satisfies the
condition @€ A, fell"=a+fe (*)
And a is the K -subspace of k[Xl,..., Xn]
generated by the X“,ax € A. Conversely, of A is
a subset of [] " satisfying (*) then the k-subspace
a of K[X,,.., X, ] generated by {X“ la e A}

is a monomial ideal.

PROOF. It is clear from its definition that a
monomial ideal a is the K -subspace of
K[X,0n X, ]

generated by the set of monomials it contains. If
a B
X“ea X" ek[X,..X,]
If a permutation is chosen uniformly and at
random from the n! possible permutations in S,

then the counts CJ(”) of cycles of length | are
dependent random variables. The joint distribution
of C" =(C",...,C™) follows from Cauchy’s
formula, and is given by

P[C™ :c]:r?'N(n,c):l{Zn:jcj =n}ll[(§)°j % 1.1

n
for cell, .

Lemmal.7 For nonnegative

{1 ] o

Proof. This can be established directly by
exploiting cancellation of the form

[ml, 0 .
¢c; " /c;=1/(c; —m;)! when c; 2m,, which

occurs between the ingredients in Cauchy’s formula
and the falling factorials in the moments. Write

m =ijj . Then, with the first sum indexed by

integers

c=(c,..c,) €l and the last sum indexed by
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d = (dy,
dj =,

d,)el" via

—m;, we have

E[ﬁ(CE“’W]:ZPlC(“’:clﬁ«:j)“”']
" VRN
-y 1{2 jc,-=n}n(‘?i)

cejzm; forall j | j=1 JE ic.!

Il Zl{zjd o m}H “J’(d )

the correspondence

This last sum simplifies to the indicator 1(m < n),
corresponding to the fact that if N—m >0, then
dj =0 for j>n—m, and a random permutation

in S, ,, must have some cycle structure
(d;,...,d, ) . The moments of C}”) follow
immediately as

E(C™) = j"1{jr<n} 1.2)

We note for future reference that (1.4) can also be
written in the form

E{ﬁ(CE"))[m']]— E[ﬁzgmﬂjl{i jm, < n}, (1.3)
j=1 i1 j=t

Where the ZJ- are independent Poisson-
variables that satisfy

distribution  random

E(Z,)=1/]

The marginal distribution of cycle counts provides
a formula for the joint distribution of the cycle

counts C{', we find the distribution of C{ using a

combinatorial  approach
inclusion-exclusion formula.

combined with the

Lemma 1.8. For 1< j<n,
7k [n/jl-k

Z (= l) @

Proof.  Consider the setl of aIIpossibIe cycles of
length j, formed with elements chosen from

1,2,..n}, so that [I|=n") For each e,
{£.2,..n} ]

P[C{" =k

consider the “property” G, of having «; that is,

G, is the set of permutations 77 € S, such that &
is one of the cycles of 7. We then have
|Ga| =(n— J)!, since the elements of {1, 2,..., n}
not in & must be permuted among themselves. To
use the inclusion-exclusion formula we need to
calculate the term S., which is the sum of the

probabilities of the r -fold intersection of properties,
summing over all sets of I distinct properties. There

are two cases to consider. If the r properties are
indexed by r cycles having no elements in common,
then the intersection specifies how rj] elements are
moved by the permutation, and there are
(n—rj)!(rj <n) permutations in the intersection.

There are N1/ (j"r1) such intersections. For the

other case, some two distinct properties name some
element in common, so no permutation can have
both these properties, and the r -fold intersection is
empty. Thus

S, =(n=r))!(rj <n)

)
n"g ! . 1
X———=1(rj<n)—

jrin! jr!
Finally, the inclusion-exclusion series for the
number of permutations having exactly k properties
is

K+

Z( 1) k+|,
1>0
Which S|mpI|f|es to (1.1) Returning to the original

hat-check problem, we substitute j=1 in (1.1) to
obtain the distribution of the number of fixed points

of a random permutation. For k =0,1,...,n
1 n—k I 1
—N &' =
k!é I
and the moments of Cfn) follow from (1.2) with
Nn>2, the mean and

PIC{" =k]= (1.2)

j=1. In particular, for
variance of Cl(n) are both equal to 1. The joint

distribution of (C",...,C{") for any 1<b<n
has an expression similar to (1.7); this too can be

derived by inclusion-exclusion.  For any
c=(C-nG,) €’ with m=>"ic,,
P[(Cl(”) - Cé”)) =c]

D 1) 1 N 1) 1
— - pucn i (_1) .ty - -

{1;[(| c! Iz(%i:th 1:[ i) 1!
> ili<n-m

The joint moments of the first b counts

C™,...,C™ can be obtained directly from (1.2)
and (1.3) by setting m,,; =...=m, =0

The limit distribution of cycle counts

It follows immediately from Lemma 1.2 that for

each fixed ], as n — oo,
ik

I~k e, k012,
! k!
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So that C}”) converges in distribution to a random
variable ZJ- having a Poisson distribution with
mean 1/ j; we use the notation C}”) —q Z;

where Z; [ P,(1/ j) to describe this. Infact, the
limit random variables are independent.

Theorem 1.6 The process of cycle counts
converges in distribution to a Poisson process of []

with intensity j . Thatis, as N —> oo,

C",CP,..) =>4 (20,Z,,.) 1.1
Where  the  Z;,j=12,., are

independent Poisson-distributed random variables

with E(Z,) ="~
j

Proof. To establish the converges in distribution
one shows that for each fixed b >1, as N — oo,

P[(C",....C")=c]— P[(Z,,....Z,) =]
Error rates

The proof of Theorem says nothing about
the rate of convergence. Elementary analysis can be
used to estimate this rate when b=1. Using
properties of alternating series with decreasing
terms, for K =0,1,...,n,

1 1
<|P[C{" =k]-P[Z, =k
'((n—k+1)! (n-k+2)! ‘[ =Pl ]‘
1
< SR A
kli(n-k+1)!
It follows that

2n+l n
(n+1)! n+2 kZ‘P[C

-1
n+1)!

=k]-P[Z, = k]\ < (1.11)

Since
P[Z, >n]= e 1+ ! + i +..)< ! ,
(n+)!" n+2 (n+2)(n+3) (n+1)!

We see from (1.11) that the total variation distance
between the distribution L(C{™) of C{" and the

distribution L(Z,) of Z;
Establish the asymptotics of

P[Ah(C(”))] under conditions (A,) and (By,),

where

A}(C(n))_ﬂ ﬂ { cim—p }

I<isn f+<j<r,

and ¢, = (K /1,)=1=0("°) as i—>o0, for

some @ >0. We start with the expression

oyy— PlTon (Z) =11
P c™My1= om
Ao, @)=
I1 {1—%(1+Ei0)} L1
PI.—I-On(Z'):n]

3 @exp {Z[Iog(1+ i~'od)—i ‘190']}

i>1

{1+ O(nil(pfll,zj} (n))} 1.2)
and

PI.-I—On (Z) = n]
&d { -1 i1 }
— —exp > [log(+i6d)—i"od]

i>1
1+07p,,, (M)} @I
Where %,2,7}(”) refers to the quantity derived

from 74 . It thus follows that

P[A (C™)]0 Kn ™" for a constant K |,
depending on Z and the I’i' and computable

explicitly from (1.1) — (1.3), if Conditions (A,) and
(Byy) are satisfied and if £; = O(i ™) from some
g' >0, since, under these circumstances, both

n71¢{.1,2’7} (n) and n’lgp{mj} (n) tend to zero as

N — oo. In particular, for polynomials and square
free polynomials, the relative error in this asymptotic

approximation is of order ntif g' >1,

For 0<b<n/8 and n=n,, with N,
dry (L(C[L,b]), L(Z[1,b]))

0 0
< dqy (L(C[L,b]), L(Z[1,b]))
<é&;5(nb),
Where &, (n b) =0O(b/n) under Conditions

(AO),(Dl) and (B,,) Since, by the Conditioning
Relation,

L(CILb]|T,,(C) =1) = L(Z[Lb]| T, (Z) =1),

It follows by direct calculation that
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d., (L(CILb]), L(Z[Lb]))
= dTV (L(TOb (C)) LO-Ob (Z )))
= maxz P[TOb (2)=r]

r]} (1.4)

{1_ P[T,, (2)=n~
P[TOn (Z) = n]

Suppressing the argument Z from now on, we thus

obtain

dyy (L(CILb]), L(Z[LbD)

S PTy, - r]{l——P”b“ - ”‘”}

r>0 I:)[TOn = n]
[n/2] PI_T = r]

<N P[Ty,=r]+ ) ——%—
r>zn/2 |.T0b ] rz=(; PlTOb =n]

X{zn: P[To, = SI(P[Ty, =n—s]-P[T,, =n- r]}

[n/2]

< Z PV, —r]"'z P[Ty, =r]

r>n/2

[ y, {PI.Tbn :n_s]_PI.Tbn :n_r]}
&Pl = o, i

[n/2]

+ZPF0b—r1 Y P[T =SPP[T,, =n-s]/P[T,, =]

s=[n/2]+1
The first sum is at most 2n"ET,,; the third is
bound by

(mMFT&—ﬂWPﬂm—]

n/2<s<n

Enosy(N12,0)  3n
n 0P,[0,1]°

3 [n/2] [n/2]

9P[01] n7¢103(n)ZPUOb—r]ZPUOb_S] ‘I‘ 5‘

28000 e,
OR[01 n
Hence we may take

64 .. (n
by (05) = 20T, (2) |14 e
: QPB[O,]_]

6
+m8{10.5(1)}
Required order under Conditions (A,),(D,) and
(By), if S(o0) <oo. If not, ¢108( ) can be

(n/2,b) (1.5)

replaced by ¢10 1 ( )m the above, which has the

required order, without the restriction on the I
implied by S(o0) <o . Examining the Conditions
(A)),(D,) and (By,), it is perhaps surprising to
find that (By,) is required instead of just (B,);
that is, that we should need Z|22|5i| =0(™) to
hold for some &, >1. A first observation is that a

similar problem arises with the rate of decay of &;;

0
as well. For this reason, N, is replaced by ni. This

makes it possible to replace condition (A) by the
weaker pair of conditions (A;) and (D,) in the
(n,b) to be

the decay rate requirement of

eventual assumptions needed for 8{7’7}
of order O(b/n);

order i is shifted from &, itself to its first

difference. This is needed to obtain the right
approximation error for the random mappings
example. However, since all the classical
applications make far more stringent assumptions
about the &,,1 =2, than are made in (B;) . The
critical point of the proof is seen where the initial
estimate of the difference
P[TS" =s]-P[T" =s+1] . The

En010) (n), which should be small, contains a far

factor

tail element from of the form ¢’ (n)+u; (n),

which is only small if & >1, being otherwise of
order O(N""**°) for any & >0, since a, >1 isin
any case assumed. For S >N/ 2, this gives rise to a

—l—al+b‘)

contribution of order O(n in the estimate

of the difference P[T,, =s]—P[T,, =s+1],
which, in the remainder of the proof, is translated
into a contribution of order O(tn™"**) for
differences of the form
P[T,, =s]-PI[T,, =s+1], finally leading to a

contribution of order bn®* for any >0 in

&) (n,b). Some improvement would seem to be
possible,  defining  the

{w=s+t}?
the form P[T,, =s]-P[T,, =s+t] can be
directly estimated, at a cost of only a single
contribution of the form @’ (n)-+u;(n). Then,

iterating the cycle, in which one estimate of a

function g by

differences that are of
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difference in point probabilities is improved to an P[T,, =r]
estimate of smaller order, a bound of the form | f P[I'Ob ]
[PIT,, =8]-P[T,, =s+t] =O(n*t+n***") =
for any & >0 could perhaps be attained, leading to .
- . . -1 —a+0
a final error estimate in order O(bn™ +n"*"") for ({Z P[T,, = SI(P[T,, =n—s]-P[T, =n- r]}
any 6>0, to replace &, (n b). This would be 0 +
2l s—r)(1-6
of the ideal order O(b/n) for large enough b, but { P[T,, = ]M P[T,, =n] ) |
would still be coarser for small b.

With b and n as in the previous section,
we wish to show that

d., (L(C[Lb]), LZ[Lb])) - = n+1 ) [L—6]E[Ty, —ETyy| <mgpfﬂm r]§PU0b—S]|S—r|

<g4(nD), {8020 (0,0) +2(r v $) L]0 (K0 + 4 ()]}
Where

£7g (D) =O(M B[N D +nA"]) for any SLETM (n.b)

onP,[0,1] 1014}

6 >0 under Conditions (A,),(D;) and (B,,),
+4[1-0|nETS {K 0+ 470, ()]

with B, . The proof uses sharper estimates. As

before, we begin with the formula ( 3 ) } (1.2)
. g 6nP,[0,1]" '
dr, (L(C[L b]), L(Z[1,b]))
P[T vl —r] The approximation in (1.2) is further
= > P[Ty, =11 R —— simplified by noting that
r>0 ID[TOn i n]
Now we observe that [E] P[l' = r] [f] P[‘I’ ]w
4 ob an 0b n+1 ]

I:)[TOn =, n] r=0 P[TOn : n]

{ZPmb Sl 9)} |

n+1

n

X Z P[To, = SI(P[Ty, =n—s]—P[T,, =n—r]) (/2] (s—r)[1-0|
s=[n/2]+1 < Z P[T,, =r] Z P[T,, = ]~1
<4n7ET, +(max P[T,, =s])/P[T,, =n] S
i <[1- 6| E(T,,1{T,, > n/2}) < 2[1-0|n2ET2, L3)
+P[T,, >n/ 2]
,(n/2,b)
<8nET, + 10;(;) T 1.2 and then by observing that
Yoed s—r)1-6
Y P, —r]{ZPrrb s chleltal) )}
We have r>[n/2] $>0 n+1
<N 16| (ET,,PITy, > n/ 2]+ E(T,1{T,, > n/2}))
<4[1-6|nETy; (1.4)

Combining the contributions of (1.2) —(1.3), we thus
find tha
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| dy, (L(CILb]), L(Z[L.b))

—(n+1)" Zpﬁob—r]{zpmb—sl(s rNa- 9)} ‘

r>0 s>0

<&, (n.b)

3
3 (0/2,b)+ 207 ETg,,, (0, b)}

} (L.5)

(n b) is seen to be of

2
+2n2ET2 1 4+3L- )+ ————d 27
0P,[0,1]

The quantity 8

the order claimed under Conditions (A,), (D,) and

(B,) , provided that S(o0)<o0; this
supplementary condition can be removed if

¢*10_8 (n) is replaced by ¢{’;0_11}(n)
definition of &, (n b) ,

in the
has the required order

without the restriction on the I; implied by assuming

that S(o0) < oo, Finally, a direct calculation now
shows that

Z P[Ty, = r]{z P[To, =sI(s—r)d— 9)}

r>0 s>0

:E|1—¢9|E|T0b —ETy|

Example 1.0. Consider the point
0 =(0,...,0)el1". For an arbitrary vector I, the

coordinates of the point X=0+r are equal to the
respective coordinates of the vector
r:x=(x'..x") and r = (x',...,X") . The vector
r such as in the example is called the position vector
or the radius vector of the point X . (Or, in greater
detail: r is the radius-vector of X w.r.t an origin
0). Poaints are frequently specified by their radius-

vectors. This presupposes the choice of O as the
“standard origin”.  Let us summarize. We have

considered [ " and interpreted its elements in two
ways: as points and as vectors. Hence we may say

that we leading with the two copies of [1": [1"=

{points},  [] "= {vectors}

Operations with vectors: multiplication by a
number, addition. Operations with points and
vectors: adding a vector to a point (giving a point),

subtracting two points (giving a vector). [] " treated
in this way is called an n-dimensional affine space.
(An “abstract” affine space is a pair of sets , the set
of points and the set of vectors so that the operations
as above are defined axiomatically). Notice that

vectors in an affine space are also known as “free
vectors”. Intuitively, they are not fixed at points and

“float freely” in space. From [] " considered as an
affine space we can precede in two opposite

directions: [ " as an Euclidean space <= [] " as an

affine space = [] " as a manifold.Going to the left
means introducing some extra structure which will
make the geometry richer. Going to the right means
forgetting about part of the affine structure; going
further in this direction will lead us to the so-called
“smooth (or differentiable) manifolds”. The theory
of differential forms does not require any extra
geometry. So our natural direction is to the right.
The Euclidean structure, however, is useful for
examples and applications. So let us say a few words
about it:

Remark 1.0.  Euclidean geometry. In [J"
considered as an affine space we can already do a
good deal of geometry. For example, we can
consider lines and planes, and quadric surfaces like
an ellipsoid. However, we cannot discuss such
things as “lengths”, “angles” or “areas” and
“volumes”. To be able to do so, we have to introduce

some more definitions, making []" a Euclidean
space. Namely, we define the length of a vector

a=(a',..,a") tobe

la]:=/(@})? +...+ (@")? )
After that we can also define distances between
points as follows:

d(A B) :z\ﬁ\ (2)

One can check that the distance so defined
possesses natural properties that we expect: is it
always non-negative and equals zero only for
coinciding points; the distance from A to B is the
same as that from B to A (symmetry); also, for three
points, A, B and C, we have

d(AB)<d(AC)+d(C,B) (the
inequality”). To define angles, we first introduce the
scalar product of two vectors

(a,b):=ab' +...+a"" 3
Thus |a|:«;(a, a) . The scalar product is also

denote by dot: ab=(a,b), and hence is often

referred to as the “dot product” . Now, for nonzero
vectors, we define the angle between them by the

equality
(a,b)
[alll “
2o
The angle itself is defined up to an integral

multiple of 27z . For this definition to be consistent
we have to ensure that the r.h.s. of (4) does not

“triangle

CoSo =
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exceed 1 by the absolute value. This follows from
the inequality
2 2 2
(a,b) s|a| |b| (5)
known as the Cauchy-Bunyakovsky—Schwarz
inequality (various combinations of these three

names are applied in different books). One of the
ways of proving (5) is to consider the scalar square

of the linear combination a+tb, where te R. As
(a+tb,a+th) >0 is a quadratic polynomial in t
which is never negative, its discriminant must be
less or equal zero. Writing this explicitly yields (5).

The triangle inequality for distances also follows
from the inequality (5).

Consider the function f(X) = X'

(the i-th coordinate). The linear function dx’ (the
differential of X' ) applied to an arbitrary vector h

Example 1.1.

is simply h'.From these examples follows that we
can rewrite df as

of of
df = dx" + ..+ —dx", @

OX OX
which is the standard form. Once again: the
partial derivatives in (1) are just the coefficients
(depending on X); Xm,dXZ,... are linear functions
giving on an arbitrary vector h its coordinates

h',h?,..., respectively. Hence

of
df (x)(h) =0,y = —h'+
( )( ) hf (x) 8x1
of
+ b’ 2z
o~ (2)
Theorem 1.7.  Suppose we have a parametrized

curve tr> X(t) passing through X, €l " at
t =1, and with the velocity vector X(t,) =0 Then

W(to):auf(xo):df (%) (V) @

Proof. Indeed, consider a small increment of the
parameter t:t; > 1, +At, Where At+—>0. On
the other hand, we have
f (%, +h)—f(x,)=df (x,)(h) +ﬂ(h)|h| for
an arbitrary vector h , where AB(h) —0 when

h—0 . Combining it together, for the increment
of f(x(t)) we obtain

f (x(t, +At) - f(x,)

= df (x,)(0.At + a(At)At)
+B(L.At+ a(At)At).[AL + ar(At) At
= df (x,)(v).At + y(At)At

For a certain y(At) such that y(At) — 0
when At — 0 (we used the linearity of df (X,) ).
By the definition, this means that the derivative of

f(x(t)) at t=t, is exactly df (x,)(v) . The

statement of the theorem can be expressed by a
simple formula:

W) o A
dt OX ox"

To calculate the value Of df at a point X,
on a given vector v one can take an arbitrary curve
passing Through X, at f, with v as the velocity

vector at t; and calculate the usual derivative of

f(x(t)) att=t,.

Theorem 1.8. For functions f,g U >0
UciO",
d(f+g)=df +dg @
d(fg)=df.g+ f.dg (2)

Proof. Consider an arbitrary point X, and an
arbitrary vector v stretching from it. Let a curve
X(t) be such that X(t,) = X, and X(t,) =v.
Hence

d(f +9)(x)(v) = % (f (x(®) + g (x(®V))

att=t, and

d(fg)(%)(v) =%(f (x@®)g(x(1)))

at t =1, Formulae (1) and (2) then immediately

follow from the corresponding formulae for the
usual derivative Now, almost without change the

theory generalizes to functions taking values in [J ™
instead of [] . The only difference is that now the

differential of a map F:U — [ ™ at a point X
will be a linear function taking vectors in [1 " to
vectors in [] ™ (instead of [J ) . For an arbitrary
vector he|[] ",

F(x+h) =F(x)+dF(x)(h)
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+Ahy|h| 3
Where f(h) >0 when  h—0. We have
dF = (dF',...,dF™) and
oF oF

dF =—dx' +..+ —dx"
OX 19)4
oF*  oF*
oo |[ox
= o (4)
oF™ oF™ || dx"
oxt T ox"

In this matrix notation we have to write vectors as
vector-columns.

Theorem 1.9. For an arbitrary parametrized curve
X(t) in 0", the differential of a map

F:U—>0" (where U =[1") maps the velocity
vector X(t) to the velocity vector of the curve

F(x®) in0O":
W — dF (x(@®)(X(1)) @)

Proof. By the definition of the velocity vector,

X(t + At) = X(t) + X(t).At + a(At) At 2)
Where «a(At) —>0 when At—>0 . By the
definition of the differential,

F(x+h)= F(X)+dF(X)(h)+,B(h)|h (3)|
Where S(h) — 0 when h — 0. we obtain
F(X(t+At)) = F(x+ X(t).At + o (At)At)

h

= F(X) +dF (X)(X(t) At + a(At) At) +

B(X()At + (At At).

X(t)At +'a(At)At‘

= F(x) +dF (X)(X(Y) At + y (At)At

For some y(At)—>0 when At—0 . This

recisely means that dF (X) X(t) is the velocity

vector of F(X). As every vector attached to a point

can be viewed as the velocity vector of some curve
passing through this point, this theorem gives a clear

geometric picture of dF as a linear map on vectors.

Theorem 1.10 Suppose we have two maps
F:U->V and GV ->W, where
UcO"VclO"™WcOP (open domains). Let
F:x+>y=F(X). Then the differential of the

composite map GoF :U —W is the composition
of the differentials of F and G :
d(GoF)(x) =dG(y)odF (x) 4

Proof. We can use the description of the
differential .Consider a curve X(t) in [J " with the

velocity vector X . Basically, we need to know to
which vector in [] P it is taken by d(GoF). the
curve (GoF)(x(t) =G(F(x(t)) . By the same
theorem, it equals the image under dG of the

Anycast Flow vector to the curve F(X(t)) in [0 ™.
Applying the theorem once again, we see that the
velocity vector to the curve F(X(t))is the image

under dF of the vector X(t) . Hence
d(GoF)(x) =dG(dF (x))  for an arbitrary
vector X .

Corollary 1.0.  If we denote coordinates in [] " by
(x',....,x") andin 0 "by (y'..., ™), and write

dF = —dx +...+—dx 1
oxt ox" @
oG oG

dG =—dy" +...+—dy", (2)
oy oy

Then the chain rule can be expressed as follows:
oG |, G | n

d(GoF) = —dF +..+ drF", (3
oy

m

Where dF' are taken from (2). In other words, to
get d(GOF) we have to substitute into (2) the

expression for dy' =dF' from (3). This can also
be expressed by the following matrix formula:

oG' oGt @7|:1 OF!

oyt oy || axd axt | dx

d(GoF)=| . o i || (4)
oGP oGP || oF™ oF™ || dx"
oyt Toy" Lot T oax”

i.e., if dG and dF are expressed by matrices of
partial derivatives, then d(GOF) is expressed by
the product of these matrices. This is often written as
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ot o) (o2 o7

ot ox | | oyt oy"

oz® oz° oz® oz°

o YRy

ot oy

ot X"

...... , (5)

N "

ot ox"
Or
oz & ozt oy

- , , 6

ox® ; oy' ox* (©)

Where it is assumed that the dependence of
yel™ on xel"is given by the map F , the

dependence of z<[1® on yell ™ is given by the

map G, and the dependence of Ze&ll P on

x €] "is given by the composition GOF .

Definition 1.6. Consider an open domain U <[] ".
Consider also another copy of []", denoted for
distinction (17,
(y*...y") . A system of coordinates in the open
domain U is given by a map F :V —U, where

with the standard coordinates

V 7 is an open domain of [17, such that the
following three conditions are satisfied :

(1) F is smooth;

(2) F isinvertible;

3) F*:U >V isalso smooth

The coordinates of a point X €U in this

system are the standard coordinates of
-1 n

Fr()el]

In other words,

Fi(y' oy ) = x=x(y"n y") @

Here the variables (Y'...,y") are the
“new” coordinates of the point X

Example 1.2.  Consider a curve in [J 2 specified
in polar coordinates as
(@) :r=r(t),p=0(t) @

We can simply use the chain rule. The map
t > X(t) can be considered as the composition of

the maps  t> (r(t), o)), (r,@) = x(r,¢) .
Then, by the chain rule, we have

-_dx_gng%d_go_ax- OX -

X=—-= It
dt ordt op dt or Op

Here r and q) are scalar coefficients
depending on t, whence the partial derivatives

0X/ OX . o
ér’ Aw are vectors depending on point in

[12. We can compare this with the formula in the

“standard” coordinates: X =€, X+€, Yy . Consider

6y oX i
the vectors or’ A(D . Explicitly we have

X _ (cosg,sing) 3)
or

" (—rsin g, rcos ) (4)
op

From where it follows that these vectors
make a basis at all points except for the origin

(where r =0). It is instructive to sketch a picture,
drawing vectors corresponding to a point as starting

- ' oX/ OX
from that point. Notice that or A(ﬂ are,

respectively, the velocity vectors for the curves
r— x(r,p) (¢ =@, fixed) and
@ X(r,p) (r=r, fixed) . We can conclude
that for an arbitrary curve given in polar coordinates

the velocity vector will have components (r,(p) if

i — OX — OX/ -
as a basis we take €, : or e,: 00"
X=¢ r+e, @ (5)

A characteristic feature of the basis €,,€,

is that it is not “constant” but depends on point.
Vectors “stuck to points” when we consider
curvilinear coordinates.

Proposition 1.3. The velocity vector has the same
appearance in all coordinate systems.
Proof. Follows directly from the chain rule and

the transformation law for the basis €; .In particular,

the elements of the basis €, = a%xi (originally, a
formal notation) can be understood directly as the
velocity vectors of the coordinate lines

X' x(x',..,x") (@l coordinates but X' are

fixed). Since we now know how to handle velocities
in arbitrary coordinates, the best way to treat the

21|Page

(2)



Akash K Singh / International Journal of Engineering Research and Applications

(IJERA)

ISSN: 2248-9622

WWW.ijera.com

Vol. 2, Issue 6, November- December 2012, pp.001-030

differential of amap F :[J" —[1™ is by its action
on the velocity vectors. By definition, we set

dx(t) dF (x(t))
dF (%) : ——(t,) > ——=(t 1
(%)=~ ) =22 ) @
Now dF(X,) is a linear map that takes vectors
attached to a point X, €[] " to vectors attached to

the point F(X) e ™

dF—aF dx* +.. +£dx
ox* ox"
F o
oxt oxt | dx
(CTN-TS | sl (2)
oF™ oF™ |{ dx"
ot ox"

In particular, for the differential of a
function we always have
of of
df == % ©)
OX ox"

Where X' are arbitrary coordinates. The form of the
differential does not change when we perform a
change of coordinates.

Example 1.3 Consider a 1-form in [J & given in
the standard coordinates:

=—ydx+ xdy In the polar coordinates we will
have X =rCOS@, Y =rSin @, hence
dx = cos dr —rsin dg
dy =sin @dr +r cos pd @
Substituting into A, we get
A= —rsin ¢(cos edr —rsin pdp)
+r oS (Sin dr + r cos pd @)
=r?(sin’ p+cos’ p)de = r’de
Hence A= r2d¢) is the formula for A in the

polar coordinates. In particular, we see that this is
again a 1-form, a linear combination of the
differentials of coordinates with functions as
coefficients. Secondly, in a more conceptual way,

we can define a 1-form in a domain U as a linear
function on wvectors at every point of U

o) =op' +..+o,0", @
If o="> e, where & = ay i . Recall that the

differentials of functions were defined as linear
functions on vectors (at every point), and

dx (e;) = dx(ﬁxj 5! 2  a
ox’
every point X .

Theorem 1.9. For arbitrary 1-form @ and path ¥

, the integral Iw does not change if we change

/4
parametrization of ¥ provide the orientation

remains the same.

Proof:  Consider <w(x(t)),j—:> and

<a)(x(t(t'))),%> As

o dX dt

(ot »)’FH (X)) —> a@

C. Functions Invoked by Function Satisfy

We discuss in detail the functions invoked by
function Satisfy, briefly described in Section 4, and
provide an example of their execution.
CheckClasses. Function CheckClasses (see Figure
12) receives as input the authority auth to be
checked, a trust table or authority class E, and
verifies whether auth is a member of an authority
class in the authoritative clause of E (i.e., if auth has
an authority certificate that directly or indirectly
proves that it belongs to a class trusted for E). If this
is the case, CheckClasses returns the delegation
chains proving such a membership; an empty set,
otherwise. Variable min ac ver list contains the
delegation chains with minimum cost, proving that
auth is a member of a class trusted for E; variable
min corresponds to the cost of min ac ver list; and
variable ver chain[auth, AC] contains the delegation
chains proving that auth is a member of class AC.
Initially, variables min ac ver list and min are set to
NULL and o0, respectively.

dt'’

/% min_ac_ver_list: minimum cost chain proving that auth belongs to a class in E */
/¥ verchainlauth, AC]: minimum cost chain proving that auth belongs to AC */
Input: auth: authority
E: trust table or authority class
Output: min_ac_ver_list: set of certificates proving that auth is an authority trusted for £

CHECKCLASSES(auth, E): min_ac_ver

let AuthaoritativeClass be the set nfﬂuthnnty classes in Authori
min_ac. cerstt = NULL

ive(£) with the del

for eachA[‘EAz thoritativeClass do
if ver_chainlauth, ACI=NULL then /* auth has never been checked for AC */
min_chain := LL
for each authority_certc {authority_cert’ | authority_cert' CAuthority_Certs A
authority_cert’ subject=auth N
COMPATIBLE(authori ty_cert', AC)} do
ac.ver.list ;= Satisfy(authority cert, AC)
if ac_ver_list#) then
i T(ae_ver. le.')<C()S|(mm —chain)) v (min_chain=NULL) then
_ver list

])<mm then
chainauth, AC]
nlauth, ACT)

» 1
return (min.ac_l,'fr.list)

Fig. 12. Function checking if auth belongs to a class
in Authoritative(E).
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Let AuthoritativeClass be the set of
authority classes in Authoritative(E) with the
delegation option. For each authority class AC in
AuthoritativeClass, if ver chain[auth, AC] is NULL,
CheckClasses checks whether auth is a member of
AC. Variable min chain is set to NULL and is used
to store the chains with minimum cost, supporting
the membership of auth to AC. For each authority
certificate authority cert issued for auth and
compatible with AC, CheckClasses recursively calls
function Satisfy. At the end of the recursive call,
variable ac ver list contains a set (possibly empty) of
certificates forming the delegation chains for auth. If
ac ver list is not empty, auth is a member of class
AC, and therefore if the cost of ac ver list is less than
the cost of the current best solution (min chain), ac
ver list becomes the new best solution and min chain
is set to ac ver list. When all authority certificates
compatible with AC have been verified, if min chain
is different from NULL, variable ver chain[auth,
AC] is set to min chain; otherwise, auth is not a
member of AC, and therefore ver chain[auth, AC] is
set to @. If auth is a member of AC (i.e., ver
chain[auth, AC] is not NULL), CheckClasses
compares the cost of the delegation chain in ver
chainfauth, AC] with the cost (variable min) of the
delegation chain that is currently the chain with
minimum cost and that proves that auth is a member
of an authority class in the authoritative clause of E.
If the cost of the delegation chain in ver chain[auth,
AC] is less than min, ver chain[auth, AC]

/* Queue: priority queue of edges to be examined */

/¥ [from, to, p_attrs, p_cost] in Queue: last edge of a path from from to cert.issuer */

/¥ supporting p_atirs with cost p_cost */

/* predy lauth, al: pred in the shortest path from auth to cert.issuer, supporting a */
/* costlauth, al: cost of the shortest path from auth to cert.issuer, supporting a */

Input: cert: certificate
E: trust table or authority class
Output: Candidates: priority queue of the first edges in delegation chains
[from, A, p_cost] in Candidates: delegation path from a valid authority from to cert.issuer
supporting A with cost p_cest

FINDCHAIN(cert, E): Candidates
ToCheck := cert.attributesNAttributes(E) /* attributes to be checked for supporting chains */
MAKENULL(Queue)
MAKENULL(Candidates)
for each del certe{c | ceDeleg_Certsh c.subject=cert.issuer} do
if del_cert.issuer #Except(E) then
/* add to Queue all edges outgoing from cert.issuer */
INSERT([del _cert.issuer, del_cert subject, del cert.attributesnToCheck, del_cert.cost], Queue)
/* Dijkstra-like visit of the dynamically built delegation graph */
while ToCheck#0 A Quene+#) do
[from, to, patirs, p_cost] := EXTRACTMIN(Queue)
for each ac(p_attrsnToCheck) do /* for each attribute still to be verified that belongs */
if costlfrom, a]=NULL then  /* to the extracted edge keep the path with lower cost */
cost[from, a] := p_cost
predecessor(from, al := to
A= Aufa}
if A#() then
if (fromeAuthoritative(E) and has delegation flag set to true) v (from=C) then
ToCheck := ToCheck — A
INSERN[from, A, p_cest], Candidates)
else /¥ check if from belongs to an authority class in Authoritative(E) */
if from.ac_visited(E)=FALSE then
from.ac_visited(E) := CheckClasses(from E)
for each del_certc{c | ecDeleg Certs A del_cert.subject=from} do
pattrs := del_cert.attributesnA
if p_atirs#({ then
p-cost ;= p_cost + del_eert.cost
if del_cert.issuer@Except(E) then
/* add to Queue edges outgoing from from */
INSERT[del _cert.issuer del_cert subject p_atirs,p_cost], Queue)
if ToCheck+#( then return((})) /* no chain covering all attributes in ToCheck is found */
else return(Candidates)

Fig. 13. Function determining supporting chains.

becomes the new best solution. Therefore,
min ac ver list is set to ver chain[auth, AC] and min

is set to the cost of ver chain[auth, AC]. When all
classes in AuthoritativeClass have been processed, if
min ac ver list is not NULL, CheckClasses adds a
virtual delegation certificate c to Deleg Certs, where
the issuer is a virtual authority C, the subject is auth,
the cost of the certificate is COST(min ac ver list),
and the set of certified attributes is Attributes(E).
Finally, flag auth.ac visited(E) is set to true, meaning
that it has already been analyzed as to whether auth
is a member of an authority class listed in
Authoritative(E). The function then returns the
verification chain min ac ver list. FindChain.
Function FindChain (see Figure 13) receives as input
a certificate cert, and a trust table or an authority
class E. It returns a (possibly empty)

M p [auth, al: pred in the shortest path from auth to cert.issuer, supporting a */
Input: cert: certificate

E: trust table or authority class

Candidates: priority queue of the first edges in delegation chains

Qutput;: ver_list: set of certificates proving that cert matches with £

BUILDVERIFICATIONLIST (cert, E, Candidates): ver list
ToCheck = cert attributesnAttributes(E) /* initialize attributes to check for verification */
ver list := cert /* set of certificates that need validation */
while ToCheck#0 » Candidates#0) do
A := ToCheck /* initialize attributes covered by a verified path */
/* extract the maximum cost verification path */
lauth, p_attrs, p_cost] := EXTRACTMAX(Candidates)
if (p_attrsnToCheck)#0 then
Let a be any attribute in p_attrsnToCheck
if auth=C then
ver list := predecessorlauth, al.ac_ver list(E)
repeat
next := predecessorauth, a] /* starting from the root and going down to cert */
EXTRACT(Deleg_Certs|issuer=auth A subject=next A a€attributes)
ver. ver TistUdel _cert /* add the edge to the path */
A= el_cert.attributes
auth = del cert.subject
until auth=cert.issuer /* stop when reaching cert */
ToCheck := ToCheck — A
if ToCheck+0 then return(?)
else return(ver_list) /* return the list of certificates for validation */

del cel

Fig. 14. Function building the set of certificates to be
validated.

set of supporting chains for the attributes in variable
ToCheck, initially set to
cert.attributesNAttributes(E). Finding a supporting
chain for an attribute a means finding a path in the
delegation graph ending in cert.issuer and starting at
one of the authorities in Authoritative(E) or at an
authority that belongs to one of the authority classes
listed in Authoritative(E), such that the labels of all
edges in the path include attribute a. The process for
finding supporting chains is performed via a
Dijkstra-like visit of the delegation graph, possibly
extended with the virtual certificates. The while loop
iterates until either a chain has been retrieved for all
attributes (ToCheck is empty) or there are no more
edges to examine (Queue is empty). When a path
(chain) ends in C or in an authority in the
authoritative clause of E, an element of the form
[from, A, p cost] is added to the Candidates queue,
where from represents the authority from which
there is a path reaching cert.issuer; A is the set of
supported attributes; and p cost is the cost of the
path. Otherwise, if the authority from reached by the
path is not a valid authority for E and flag from.ac
visited(E) is false, function FindChain calls function
CheckClasses on authority from to check if
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belongs to an authority class in the authoritative
clause of E. At the end of the while loop, if ToCheck
is not empty (i.e., no chain has been found for some
attributes), FindChain returns an empty set (and
consequently function Satisfy terminates, returning
an empty verification list); it returns priority queue
Candidates, representing the delegation chains for
the attributes of interest, otherwise.
BuildVerificationList. Function
BuildVerificationList (see Figure 14) receives as
input a certificate cert, a trust table or an authority
class E, and a priority queue Candidates of
delegation chains, and returns the list of certificates
that need to be validated, by removing redundant
chains from Candidates. Variable ToCheck is
initialized to the set of attributes to be verified (i.e.,
cert.attributesNAttributes(E)). To minimize

We introduce three lemmas used in the
proof of Theorem 4.6 on the termination and
correctness of our delegation chain verification
algorithm.

LEMMA A.3. Given a finite set of
delegation certificates, Deleg Certs, a finite set of
authority certificates Authority Certs and a
certificate cert compatible with an entity E, each
element [from, to, p attrs, p cost] in the Queue used
by function FindChain represents a path starting
from from, ending to cert.issuer, and supporting
attributes p attrs < {cert.attributesNAttributes(E)}
with cost p cost.

PROOF. We prove this property by induction.

Base Case. This property is satisfied before entering
the while loop, since Queue contains all edges
(delegation certificates) entering cert.issuer and
supporting attributes in del cert.attributesNToCheck,
where ToCheck is initialized to cert.attributes
NAttributes(E). Recursive Case. Suppose that this
property is valid for all elements in Queue. We now
prove that the new elements added to Queue always
satisfy the above property. Let [from, to, p attrs, p
cost] be the extracted element from Queue. By
induction, we know that it represents a path from
from to cert.issuer with cost p cost, and supports a
set of attributes p attrs c
{cert.attributesNAttributes(E)}. If there is at least
one attribute in {p attrsNToCheck} for which the
extracted path is the current supporting path with
minimum cost (i.e., cost[from, a]=NULL), and from
is neither an authority directly listed in the
authoritative clause of E nor the virtual authority C,
the attribute is added to A, where A Cp attrs, and the
edges entering from (i.e., the delegation certificates
del cert with subject from) are added to Queue. For
each edge, function FindChain then adds to Queue
an element of the form [del cert.issuer, from, ANdel
cert.attributes, p cost+del cert.cost] which therefore
represents

a path from del cert.issuer to cert.issuer, supporting a
set of attributes included in
cert.attributesNAttributes(E).

LEMMA A.4. Given a finite set of delegation
certificates Deleg Certs, a finite set of authority
certificates Authority Certs, and a certificate cert
compatible with an entity E, function FindChain
terminates and determines correct delegation chains.

PROOF. We prove the termination of function
FindChain by induction. Base Case. Function
FindChain includes a for each loop followed by a
while loop. The for each loop iterates on the
delegation certificates in Deleg Certs with subject
cert.issuer. Since Deleg Certs is finite, the for each
loop terminates. The while loop terminates when
either ToCheck becomes empty or Queue becomes
empty. Initially, ToCheck contains all attributes in
cert.attributesNAttributes(E) and Queue contains all
edges (delegation certificates) entering cert.issuer.
At each iteration, the number of attributes in
ToCheck may only decrease, one element is
extracted from Queue, and new elements may be
added to Queue. In particular, since the attributes in
ToCheck are removed when FindChain has found a
supporting path for them, two cases may occur. In
the first case, FindChain finds a supporting path for
all attributes in ToCheck, and therefore it becomes
empty. In the second case, there is at least one
attribute such that the supporting path does not exist.
The while loop therefore terminates only if Queue
becomes empty, and we then need to prove that the
number of elements inserted into Queue is finite. At
each iteration of the while loop, an element [from,
to, p attrs, p cost] with minimum cost is extracted
from Queue. If for all attributes p attrs, function
FindChain has already found a delegation chain (i.e.,
p attrsNToCheck is empty), no element is added to
Queue. Otherwise, p attrsNToCheck is not empty.
Now let a be an attribute in {p attrsNToCheck}. If
the extracted element represents an edge in the first
path supporting a and passing through from (Lemma
A.3), attribute a is added to A and the predecessor of
from becomes authority to (i.e., predecessor[from, a]
:= to), thus correctly building the delegation path.
Otherwise, if function FindChain has already
analyzed another path supporting a and passing
through from, p cost must be greater than or equal to
the cost of the other path, since, at each iteration of
the while loop, the path with minimum cost is
extracted. The edges entering from are possibly
added to Queue only if A is not empty (in the worst
case this may happen as many times as the number
of attributes in cert) and from is neither an authority
directly listed in the authoritative clause of E nor the
virtual authority C. If A is not empty and from is an
authority directly listed in the authoritative clause of
E or corresponds to C, the set ToCheck is modified
by removing the set of attributes A and no element is
added to Queue. Since however a finite number of
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elements are inserted into Queue and at each
iteration of the while loop an element is extracted
from Queue, the while loop terminates. If after the
termination of the while loop ToCheck is not empty,
function FindChain returns an empty set.

Recursive Case.We first note that function
FindChain terminates if CheckClasses terminates.
Function CheckClasses is composed of two nested
for each loops, which iterate on a finite number of
authority classes and authority certificates, and
therefore the operations inside these two loops are
executed a finite number of times. In particular, we
are interested in the number of calls to function
Satisfy. Given an authority auth, and an authority
class AC, the membership of auth to AC is checked
only if ver chain[auth, AC] is NULL and there exists
at least one authority certificate issued for auth and
compatible with AC. In particular, the number of
times that function Satisfy is called for checking
whether auth is a member of AC is equal to the
number of authority certificates issued for auth and
compatible with AC. Since the delegation graph is
acyclic, the recursive call to Satisfy cannot reach
auth again. Furthermore, since the number of
authority classes and delegation certificates is finite
and since each call to function Satisfy visits a
different portion of such a graph, the recursive call
to Satisfy terminates (provided function Satisfy
terminates, as proved by Theorem 4.6). When the
inner for each loop also terminates, ver chain[auth,
AC] becomes different from NULL and therefore
the membership of auth to AC will not be checked
any more.

Il.  PROOF OF CORRECTNESS AND
COMPLEXITY THEOREMS

LEMMA AJ5. Given a finite set of delegation
certificates Deleg Certs, a finite set of authority
certificates Authority Certs, and a certificate cert
compatible with an entity E, function
BuildVerificationList terminates.

PROOF. Function  BuildVerificationList is
composed of a while loop and an innermost repeat-
until loop. The while loop terminates when either
ToCheck becomes empty or Candidates becomes
empty. Initially, ToCheck contains all attributes in
cert.attributesN Attributes(E) and Candidates
contains a finite set of elements of the form [auth, p
attrs, p cost] that represents a path staring from auth
and ending in cert.issuer, with cost p cost, and
supporting attributes p attrs (Lemma A.4). Since at
each iteration of the while loop, an element [auth, p
attrs, p cost] with maximum cost is extracted from
Candidates and no element is added, Candidates will
become empty. The innermost repeat-until loop is
executed whenever the extracted element represents
a path supporting at least one attribute a for which
the corresponding delegation chain has not been

visited yet, that is, a € p attrsNToCheck. The repeat-
until loop follows the corresponding path by
exploiting the predecessor global variable, and the
corresponding delegation certificates are added to
ver list. Since function FindChain correctly builds
the delegation chains through variable predecessor
(Lemma A.4) and the graph is acyclic, at each
iteration the repeat-until loop visits an edge of the
delegation chain until cert.issuer is reached.
Consequently, the repeat-until loop terminates, and
if ToCheck is empty, the function returns the set ver
list of certificates supporting attributes in
cert.attributesNAttributes(E).

THEOREM 4.6 (TERMINATION  AND
CORRECTNESS). Given a finite set of delegation
certificates Deleg Certs, a finite set of authority
certificates Authority Certs, and a certificate cert
compatible with an entity E, function Satisfy
terminates and determines a correct set of delegation
chains for cert, if such delegation chains exist.

PROOF. We first prove that the function terminates
and then that if it returns a nonempty set of
certificates, they correspond to delegation chains
that support all attributes in
cert.attributesNAttributes(E). =~ The  preliminary
operations of function Satisfy check whether or not
cert.issuer appears in Except(E) and
Authoritative(E). Since such sets are finite, the
preliminary operations terminate. Analogously, since
both function FindChain and function

BuildVerificationList terminate (Lemma A.4 and
Lemma A.5); both Phase 1 and Phase 2 of function
Satisfy also terminate. We now prove by
contradiction that if there are delegation chains
supporting all attributes in
cert.attributesNAttributes(E), ~ function  Satisfy
returns them. Suppose that all attributes in
cert.attributesNAttributes(E) are supported by a
unique delegation chain and let s be the set of
delegation certificates forming the delegation chains
for such attributes. Suppose also that function
Satisfy returns an empty set. In this case, solution s
cannot coincide with cert, since Satisfy checks if cert
represents a solution to the problem. Then set s has
to include more than one certificate. Since function
Satisfy returns the empty set, function FindChain
returned an empty Candidates list. Therefore, the
while loop in function FindChain terminates because
Queue becomes empty, while ToCheck includes at
least one attribute a. By assumption, we know that
there is a supporting path p for attribute a also, going
from a valid authority for E to cert.issuer. By
Lemma A.3, the edge in p entering cert.issuer and
represented by element [from, cert.issuer, p attrs, p
cost] is inserted into Queue before the while loop.
Since, at the end of the while loop, Queue is empty,
within an iteration of the while loop this edge is
extracted from Queue, and therefore any edge
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entering from, including the edge in path p, is
inserted into Queue. By recursively applying this
observation, we can conclude that all edges in p are
evaluated and added to Queue until the function
reaches an authority directly listed in the
authoritative clause of E or the virtual authority C.
Attribute a is then removed from ToCheck, thus
contradicting our assumption that a remains in
ToCheck. Function Satisfy can also return an empty
set if function BuildVerificationList returns an
empty ver list; that is, if the function cannot
reconstruct a delegation

chain for all the attributes in
cert.attributesNAttributes(E). Suppose that a is the
attribute for which it cannot reconstruct the
delegation  chain. Since a belongs to
cert.attributesNAttributes(E), function FindChain
has removed a from ToCheck and added an element
to Candidates containing a. Therefore, such an
element is extracted from Candidates by function
BuildVerificationList because, by assumption, there
is only a unique path supporting a, and this path is
reconstructed, since at each iteration of the repeat-
until loop, variable next is assigned to the
predecessor associated with auth for a. For Lemma
A.3, cert.issuer is reached by the repeat-until loop
and ToCheck is updated removing a.

THEOREM 4.7 (COMPLEXITY). Function Satisfy
finds delegation chains for a certificate cert
compatible with an entity E in O(Nd - NE - NAC -
Nauth - log(Nd - NE)).

PROOF. The complexity of function Satisfy is
obtained by evaluating the complexity of the
preliminary checks and of the two phases composing
it. We first evaluate the complexity of Satisfy in the
base case, thus assuming that function CheckClasses
is never called.

Preliminary Checks. The preliminary checks in
Satisfy require (in total) time proportional to
|Authoritative(E)| + |Except(E)|.

Phase 1. The cost of this phase is the cost of function
FindChain. The for each loop of the function
requires time proportional to Nd, and the cost of the
while loop of the function requires time proportional
to the number of iterations of such a loop. In the
worst case, the while loop terminates when Queue is
empty. As already noted, any certificate (edge) in
Deleg Certs is inserted into Queue at most as many
times as the number of attributes NE. This implies
that the maximum number of elements in Queue is
Nd - NE. All operations performed within the while
loop have a constant cost, but the INSERT operation
on priority queue Queue, whose cost is O(log(Nd
‘NE)).We can then conclude that the cost of this first
phase is proportional to Nd - NE - log(Nd - NE).
Phase 2. The cost of this phase is the cost of function
BuildVerificationList that visits (a subset of) the
paths found in the previous phase. The cost of this
second phase is then proportional to Nd. Overall, the

time complexity is proportional to |Authoritative(E)|
+ |Except(E)| + Nd - NE - log(Nd - NE)+ Nd. If we
assume that all operations performed by function
Satisfy have a constant cost and cmax is the
maximum cost, the time complexity is in O(cmax -
Nd - NE - log(Nd - NE)) = O(Nd - NE - log(Nd -
NE)). Consider now the recursive execution of
function Satisfy. As already noted, in the worst case,
the function is recursively called NAC - Nauth
times. Since the time complexity of each call is
O(Nd -NE -log(Nd -NE)) and in the worst case the
whole delegation graph is visited, the overall time
complexity is then O(Nd - NE - NAC - Nauth -
log(Nd - NE)).
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Figure 5: Logical Access Control Framework

Let p be arational prime and let K =[] (g“p). We
write ¢ for £, or this section. Recall that K has
degree @(p)=p—1 over [J. We wish to show
that O, =[] [{] Note that ¢ is a root of X" —1,
and thus is an algebraic integer; since O, is a ring

we have that [ [é’] < Oy . We give a proof without

assuming unique factorization of ideals. We begin
with some norm and trace computations. Let | be

an integer. If jis not divisible by p, then £ is a
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primitive pth root of unity, and thus its conjugates
are £,&7,...,C P Therefore

Th €)=+ .44 =0, (0)-1=-1

If p does divide j, then ¢J =1, so it
has only the one conjugate 1, and
Tr., (') = p—1 By linearity of the trace, we
find that

TrK/L (1_4) :TrK/L (1_4/2) =...

-1
=Tr,, -¢")=p
We also need to compute the norm of
1-¢ . For this, we use the factorization

XPL4xP2 4 +1=D (X)

=(X=)(x=¢*)(x=¢");
Plugging in X =1 shows that
p=-A-¢*)1-¢")
Since the (1—¢ ') are the conjugates of (1—¢),
this shows that N, (1-¢) = p The key result

for determining the ring of integers O, is the
following.

LEMMA 1.9

1-£)0, A = pl
Proof. We saw above that P is a multiple of
@-¢) in Oy, so the inclusion
(1-<4)O N o pll is immediate.  Suppose

now that the inclusion is strict. Since
(1-24)O, N is an ideal of [J containing pJ

and plJ is a maximal ideal of [I , we must have
1-4)Oy 0 =0  Thus we can write
1=a(1-¢)

For some & € O,. Thatis, 1—¢ isaunitin O,.

COROLLARY 11 For any a €O,

Tr,, (A-&a) e p]
PROOF. We have

Tr, (A=) =0, (A=) +..+ 0, (1-S)a)

=0,(1-Q)oy(a) +...+0,,(1-)o, ()
=1-o(@)+.+1-¢P Yo, 4 ()

Where the o; are the complex embeddings of K
(which we are really viewing as automorphisms of
K ) with the usual ordering. Furthermore, 1—¢ is

amultipleof 1—¢ in O, for every j = 0. Thus
Tr . (@(1-¢)) € (1-4)O, Since the trace is
also a rational integer.

PROPOSITION 1.4 Let p be a prime number and
let K =[[] (£,) bethe p™ cyclotomic field. Then
Oy =0[¢,1=0[x]/ (D ,(x)); Thus
L& {;’_2 is an integral basis for O, .

PROOF. Let «a €O, andwrite

-2
a=a,+a¢+..+a, ,¢"
Then

with a; ell.

2
al-g)=a,(1-¢)+a(f-¢")+..
-2 -1

+ap—2(§':J _é/p )
By the linearity of the trace and our above
calculations we find that Tr, . (¢(1-<)) = pa,
We also have
Tre,, (@(l-¢)) e pll,so a, €] Next consider
the algebraic integer
(@—a)¢ " =a +a,{ +...+a, ,¢"°; This is
an algebraic integer since £ =¢ P is. The same
argument as above shows that a, €lJ, and
continuing in this way we find that all of the &, are
in [J . This completes the proof.

Example 1.4
U (p
numbers with denominator relatively prime to p .

Let K =0 , then the local ring

y is simply the subring of [ of rational

Note that this ring [ yis not the ring [! jof p -
adic integers; to get [ jone must complete [ .

The usefulness of OK'p comes from the fact that it
has a particularly simple ideal structure. Let a be
any proper ideal of OK’p and consider the ideal

anO, of Og. We claim that
a=(@n0y)O ,;

by the elements of @ in aMO,. It is clear from

That is, that @ is generated

the definition of an ideal that & 2 (@ MO, )Oy .

To prove the other inclusion, let & be any element
of a . Then we can writt a=//y where
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PO, and y ¢ p. In particular, fea (since
Plyea and a is an ideal), so SO, and
y€p. so peanOy. since 1/y O, ,, this
implies that a=p/ye(@n0,)O0y ,, as

claimed.We can use this fact to determine all of the
ideals of Oy . Let a be any ideal of O, ,and

consider the ideal factorization of aNO, in O,.
write it as an O, = p"b For some n and some
ideal b, relatively prime to p. we claim first that
bO, , =0y ,. We now find that

a=(@n0)0, = p”bOK'p = p“OK'p
Since bOy ,. Thus every ideal of Oy , has the
form p"O, , for some n; it follows immediately
that O, , is noetherian. It is also now clear that
p"Oy , is the unique non-zero prime ideal in Oy .
Furthermore, the inclusion Oy = Oy ,/ pOy ,
Since. pO, , MOy =p, this map is also
surjection, since the residue class of a / f € OK'p
(with @ € O and S & p) is the image of af
in OK,p, which makes sense since /3 is invertible

in OK,p. Thus the map is an isomorphism. In
particular, it is now abundantly clear that every non-
zero prime ideal of OK’p is maximal. To

show that OK’p is a Dedekind domain, it remains to

show that it is integrally closed in K. So let y e K
be a root of a polynomial with coefficients in
Oy o write this polynomial as

m

a Q
X"+ L™+ 22 with «, €O and
IBm—l ﬁo
B €Oy_,. Set B=pyp,... 01 Multiplying by
L™ we find that By is the root of a monic
polynomial with coefficients in O,. Thus
PreOy; since L &P, we have
Brl1B=yeO,.Thus Oy ,is integrally close
in K.
COROLLARY 1.2. Let K be a number field of
degree n and let « be in O then

Ny (@Oy) =‘NK/D (05)‘

PROOF. We assume a bhit more Galois theory than
usual for this proof. Assume first that K /O s

Galois. Let o be an element of Gal(K /(). Itis
c(Oy)/o(a)=0,,,; since
c(0,)=0,, this shows that
N (6(2)O)=N,,, (@O,) . Taking the
product over all oceGal(K/U), we have
N|I</ﬂ (Nys, (@)O) = N|I</r (aOy)" Since

N, (&) isarational integer and O, is a free[] -

clear that

module of rank n,

O, /Ny, (@)O  Will have order N, ()";
therefore

Ny/o (Ni/ (@)O,) = Ny (@O )"
This completes the proof. In the general case, let L
be the Galois closure of K and set [L : K]=m.
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